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ABSTRACT Unmanned Aerial Vehicles (UAVs) are increasingly deployed in safety-critical applications
such as logistics, surveillance, disaster response, and urban air mobility. While their autonomy
enables powerful capabilities, it also introduces vulnerabilities due to hardware faults, software defects,
communication failures, and adversarial interference. This survey presents a comprehensive review of
research studies closely related to UAV anomalies published between 2015 and 2025, covering 111 papers
from academic and industrial sources. We introduce a unified five-pillar taxonomy—anomaly generation,
prevention, detection, recovery, and analysis—that organizes existing work across the full anomaly
management lifecycle. In contrast to prior surveys that focus primarily on detection algorithms, our
review integrates operational and regulatory perspectives, explicitly linking technical anomalies to policy
enforcement and compliance requirements. We systematically compare detection techniques, datasets,
simulators, and evaluation practices, revealing significant fragmentation in datasets, limited real-world
validation, and a lack of standardized real-time benchmarks. Our synthesis highlights key research
challenges, including the sim-to-real gap, limited interpretability of learning-based detectors, and the scarcity
of policy-aware anomaly management frameworks. Based on these findings, we outline emerging research
opportunities for adaptive, explainable, and benchmark-driven anomaly management systems that support
safe, transparent, and reliable UAV operations. We release our metadata for all the papers reviewed, as well
as filters for easy sorting.

INDEX TERMS Unmanned aerial vehicles (UAVs), anomaly detection, cyber-physical systems, fault
diagnosis, machine learning, safety-critical systems.

I. INTRODUCTION
Unmanned Aerial Vehicles (UAVs), commonly referred
to as drones, are increasingly deployed in domains such
as logistics, traffic monitoring, agriculture, environmental
monitoring, disaster response, and defense [2], [3]. As these
systems become more autonomous and operate in complex
environments, ensuring their safe and reliable behavior
becomes increasingly challenging. Unlike traditional air-
craft, UAVs rely heavily on lightweight sensors, onboard
computation, and wireless communication links, which are
susceptible to hardware faults, environmental disturbances,
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and adversarial interference [4], [5]. These vulnerabilities can
lead to anomalous behavior that threatens operational safety
and regulatory compliance, making reliable monitoring and
anomaly management essential to prevent accidents, airspace
violations, and system misuse.

A. MOTIVATION
One of the pressing challenges in drone operations is the
detection of anomalies, unusual patterns or behaviors that
deviate from expected norms. Anomalies may arise from
hardware malfunctions (e.g., sensor drift, motor faults),
environmental factors (e.g., GPS multipath, strong winds),
or malicious interference (e.g., GPS spoofing, cyber intru-
sions) [6]. If unmanaged, these anomalies can lead to
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policy violations, such as breaching geofenced boundaries,
exceeding altitude restrictions, or intruding into no-fly zones.
Such incidents are not merely hypothetical: unlawful drone
operations in protected areas have resulted in criminal
charges in Singapore,1 drone incursions have disrupted air-
port operations,2 and authorities have pursued enforcement
actions for flights inside temporary flight restriction (TFR)
airspace and at unsafe altitudes.3 Beyond safety risks, such
violations can undermine public trust in drone technologies
and expose operators to legal or regulatory consequences.
As UAV usage expands in urban and shared airspaces, the
ability to generate (simulate) anomalies, prevent, detect,
analyze, and recover from anomalies becomes not only a
technical necessity but also a regulatory mandate.

While several surveys have examined anomaly detection
in UAVs and cyber-physical systems (e.g., [4], [10], [11],
[12], [13]), existing reviews predominantly focus on detection
techniques alone, often emphasizing machine learning or
deep learning models and their performance metrics. Such
detection-centric perspectives, although valuable, provide
only a partial view of the anomaly management problem in
UAV systems. In practice, effective anomaly management
requires a broader lifecycle perspective that encompasses
anomaly generation (and simulation) for testing and bench-
marking, preventive mechanisms, runtime detection, post-
incident analysis, and recovery or mitigation strategies.

Moreover, existing surveys tend to treat anomalies either as
abstract statistical deviations or as isolated safety violations,
without explicitly linking technical anomaly detection to
operational policies and regulatory constraints governing
UAV flights. As a result, key questions remain insufficiently
addressed, such as how different anomaly types propagate
into policy violations, how prevention and recovery mech-
anisms interact with detection models, and how datasets
and simulators reflect real-world regulatory scenarios. This
fragmentation hinders the development of standardized
benchmarks and limits the transferability of research out-
comes to real-world, safety-critical drone operations [14].

B. UNIQUENESS OF THIS SLR
To address these gaps, this systematic literature review
(SLR) adopts a holistic, lifecycle-oriented perspective on
UAV anomalies, organizing prior work along five pillars:

1The Straits Times, ‘‘4 men to be charged for offences related to
operating unmanned aircraft in protected areas,’’ Online, Jul. 2024, accessed:
2026-02-25. [Online]. Available: https://www.straitstimes.com/singapore
/four-men-to-be-charged-for-offences-related-to-operating-unmanned-
aircraft-in-protected-areas [7].

2M. Bryant, ‘‘Danish pm: airport drone incursion a ‘serious attack’ on
critical infrastructure,’’ The Guardian (Online), Sep. 2025, accessed: 2026-
02-25. [Online]. Available: https://www.theguardian.com/world/2025/sep
/23/drone-sightings-cause-disruption-delays-norway-denmark-airports [8].

3United States Department of Justice, U.S. Attorney’s Office, Northern
District of California, ‘‘Drone operator charged with violating tempo-
rary flight restrictions in area surrounding levi’s stadium during nfl
game,’’ Press release (Online), Feb. 2026, accessed: 2026-02-25. [Online].
Available: https://www.justice.gov/usao-ndca/pr/drone-operator-charged -
violating-temporary-flight-restrictions-area-surrounding-levis [9].

generation, prevention, detection, recovery, and analysis.
By connecting anomaly sources, detection approaches,
datasets, and application contexts such as policy-aware
considerations, this SLR provides a unified view that goes
beyond algorithmic performance. In doing so, it complements
existing detection-focused surveys and offers insights into
emerging trends, open challenges, and research gaps that
must be addressed to support safe, compliant, and trustworthy
UAV deployments.

The main contributions of this SLR are as follows:

• Lifecycle-Oriented Taxonomy:We introduce a five-pillar
taxonomy for UAV anomaly management covering
anomaly generation, prevention, detection, recovery/
mitigation, and analysis/learning. Unlike prior UAV
surveys that focus mainly on detection algorithms, this
taxonomy captures the broader anomaly-management
lifecycle and provides a structured basis for comparing
existing work.

• Systematic Synthesis of UAV Anomaly Research: We
systematically review 111 studies published between
2015 and 2025 and synthesize them across multiple
dimensions, including anomaly source, detection tech-
nique, data source, simulator usage, evaluation practice,
and application context. This provides a consolidated view
of how UAV anomaly research has evolved across the
lifecycle rather than within detection alone.

• Identification of Structural Gaps and Future Needs:
Through quantitative and qualitative synthesis, we identify
persistent gaps in the literature, including the dominance
of detection-centric approaches, fragmented datasets and
benchmarks, limited real-world validation, weak lifecycle
integration, and the underdevelopment of governance-
and policy-aware perspectives. These findings motivate
the need for more integrated, deployment-oriented, and
safety-conscious UAV anomaly-management frameworks.

To support transparency and reuse, in [1], we provide a
companionmetadata resource containing the reviewed papers
and their extracted attributes, together with searchable filters
for exploration.

C. KEY FINDINGS FROM THIS SLR
• Detection dominates the lifecycle: the literature is over-
whelmingly detection-centric, with comparatively little
work that treats generation, prevention, and especially
recovery/mitigation as first-class research contributions.

• Operational and policy-aware anomalies are underrep-
resented: despite their real-world safety and compliance
impact, mission- and rule-violation–level anomalies are
modeled far less often than telemetry-visible faults.

• Dataset realism remains a bottleneck: many studies
rely on simulation or private flight logs, with few
widely adopted public benchmarks, contributing to weak
comparability and limited reproducibility.

• Sim-to-real generalization is a persistent gap: methods
validated in controlled simulators often degrade under real
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disturbances (e.g., vibration, RF noise, weather variability),
motivating more robust cross-platform evaluation.

• Evaluation skews toward offline accuracy: common
reporting emphasizes accuracy/F1, while deployment-
relevant factors (e.g., latency, energy, and real-time con-
straints) are less consistently assessed.

FIGURE 1. Simplified UAV system stack, adapted by the authors from
typical UAV platform and avionics architectures discussed in [3] and [15].
The layers indicate where anomalies may originate and how their effects
can propagate upward toward mission- and policy-level consequences.

II. BACKGROUND AND FOUNDATIONS
Modern UAVs are complex cyber-physical systems com-
posed of tightly coupled sensing, control, communication,
and mission software layers [12]. The interactions between
these components shape how anomalies emerge, propagate,
and ultimately affect flight behavior and policy compli-
ance. Understanding anomalymanagement therefore requires
grounding in the architectural structure of UAV systems and
the operational contexts in which faults arise.

This section provides the technical background for the
remainder of the survey. It first outlines key elements of UAV
system architecture and flight-control stacks, then reviews
how anomalies are defined and categorized in prior literature.
These foundations support the lifecycle-oriented taxonomy
and comparative analysis presented in the following sections.

A. DRONE ARCHITECTURES AND FLIGHT STACKS
A typical UAV platform integrates onboard sensors, a flight
controller, communication modules, and mission-specific
payloads [15]. Core flight behavior is governed by autopilot
stacks such as PX4, ArduPilot, and proprietary systems devel-
oped by manufacturers like DJI. These stacks implement
stabilization, navigation, and mission execution while expos-
ing telemetry and logging interfaces that enable monitoring,
customization, and the development of anomaly detection or
policy-enforcement mechanisms.

Simulation environments such as Gazebo [16], [17],
AirSim [18], and JSBSim are commonly used to evaluate
these mechanisms prior to deployment. The architectural
configuration of a UAV (including its sensors, compute
resources, and telemetry interfaces) directly influences how
anomalies can be observed and detected.

Figure 1 illustrates a simplified UAV system stack
used throughout this survey to highlight where anomalies
originate, how they propagate across control layers, and
where policy violations ultimately manifest.

B. TYPES OF ANOMALIES IN UAVS
Figure 1 provides a stack-oriented view of how these anomaly
types relate to the UAV system architecture. In particular,
sensor-related anomalies arise primarily in the State Estima-
tion & Sensors layer, actuator and propulsion anomalies in
theActuators&Motors layer, and software/control anomalies
in the Autopilot / Control Logic layer. Environmental
disturbances originate in the Physical Environment layer,
while human and operational anomalies typically manifest at
the Mission & Policy layer through unsafe decisions, mission
deviations, or rule violations. Communication anomalies are
cross-cutting: although not confined to a single layer, they
affect the telemetry, coordination, and command pathways
that connect the stack, and can therefore propagate upward
into control degradation or policy-level failures.

Anomalies in drones can emerge from diverse sources and
manifest in different ways:

• Sensor Faults: Degradation, noise, or drift in critical
sensors such as IMUs, GPS receivers, or altimeters can lead
to incorrect state estimation.

• Software and Control Logic Anomalies: Faults in autopi-
lot software, navigation and state-estimation pipelines,
or mission execution logic—such as incorrect parameter
tuning, firmware bugs, timing errors, or unstable control
loops—can result in intermittent or persistent deviations
from expected flight behavior.

• Actuator and Control Failures: Motor degradation,
propeller imbalance, or control signal corruptionmay result
in unstable flight dynamics.

• Communication Anomalies: Packet loss, latency spikes,
bandwidth degradation, ormessage corruption in command-
and-control and telemetry links can disrupt coordination,
delay safety responses, and trigger cascading mission
failures, particularly in BVLOS and swarm operations [19].

• Environmental Disturbances: Sudden gusts of wind,
magnetic interference, or GPS multipath effects can induce
unexpected behavior.

• Adversarial or Malicious Attacks: GPS spoofing, sensor
injection, or cyber intrusions deliberately trigger deviations
from intended mission paths.

These anomalies can cause subtle performance degradation
or catastrophic failures if not prevented, detected, or recov-
ered promptly. Importantly, they often serve as precursors to
policy violations. For example, a drifting GPS sensor may
cause a drone to unknowingly cross into restricted airspace.
Similarly, a faulty actuator would cause the failure of a
mission, or even worse, a crash. Therefore, it is also important
to generate such anomalies in a simulation environment
and analyze them to devise methods to prevent, detect, and
recover.
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III. RESEARCH OBJECTIVES AND QUESTIONS
This survey systematically reviews the literature on UAV
anomaly management, with particular emphasis on how
anomaly detection research relates to operational poli-
cies and safety constraints. Existing UAV surveys do
not focus on examining how anomalies emerge, propa-
gate, and are handled across the broader anomaly man-
agement lifecycle. Moreover, the relationship between
low-level technical anomalies and higher-level policy vio-
lations (e.g., geofence or altitude breaches) remains largely
unexplored.

To address these gaps, this survey adopts a lifecycle-
oriented perspective encompassing anomaly generation,
prevention, detection, recovery, and post-incident analysis,
while examining how current approaches relate to policy
enforcement and operational safety. Specifically, we aim to:
(i) identify the range of anomaly management techniques
applied to UAV systems, (ii) analyze how these approaches
relate to operational policies and regulatory constraints,
(iii) document commonly used datasets, simulators, and
evaluation practices, and (iv) synthesize key limitations
and research opportunities for policy-aware and lifecycle-
integrated UAV anomaly management frameworks.

We pose the following research questions in our study:

• RQ1: What types of anomalies occur in UAV systems, and
how are they categorized?

• RQ2: What methods have been proposed for anomaly
generation, prevention, detection, recovery, and analysis?

• RQ3: What datasets, simulators, and evaluation metrics are
commonly used in UAV anomaly studies?

• RQ4: What are the main challenges, limitations, and open
research issues reported?

• RQ5: What are the dominant research trends over time, and
which gaps remain?

IV. METHODOLOGY
To ensure methodological rigor, transparency, and repro-
ducibility, our review procedure is informed by Kitchenham’s
established guidelines for conducting systematic literature
reviews [20]. Although originally proposed in the context of
software engineering, Kitchenham’s methodology has since
been widely adopted across adjacent domains, including
cyber-physical systems, robotics, safety-critical systems, and
applied artificial intelligence, due to its domain-agnostic
emphasis on systematic search, explicit inclusion and
exclusion criteria, structured data extraction, and traceable
synthesis.

These characteristics are particularly well aligned with
UAV anomaly detection research, which spans software,
hardware, communication, and operational dimensions.
Accordingly, Kitchenham’s principles guided the formulation
of research questions, search strategy, study selection, data
extraction, and synthesis activities in this review, ensuring
consistency and reproducibility across a heterogeneous and
interdisciplinary body of literature.

A. LITERATURE SEARCH STRATEGY
A structured search was conducted in December 2025 across
major digital libraries: IEEE Xplore, ACM Digital Library
andGoogle Scholar. The core search string used was: (‘‘drone
anomaly’’ OR ‘‘drone anomalies’’ OR ‘‘UAV anomaly’’ OR
‘‘UAV anomalies’’ OR (‘‘anomaly detection’’ AND (drone
OR UAV)) OR ‘‘flight anomaly’’ OR ‘‘flight anomalies’’
OR (‘‘fault detection’’ AND UAV) OR ‘‘drone safety’’).
This string was adapted as needed to the syntax and search
capabilities of IEEE Xplore, ACM Digital Library, and
Google Scholar. To maintain focus on recent and relevant
studies, the search was limited to publications between
2015 and 2025 written in English and involving either
simulation or real-world UAV platforms. Citation chasing
was also performed, where reference lists from key papers
were also reviewed to capture additional studies not indexed
by databases.

B. SCREENING AND INCLUSION CRITERIA
An initial pool of papers was collected through database
searches and backward/forward snowballing.

To handle duplicate records arising from overlapping digi-
tal libraries and citation chaining, all retrieved entries were
first normalised using their titles, author lists, publication
venues, and DOIs where available. Exact duplicates were
automatically removed, while near-duplicates (e.g., extended
journal versions of conference papers, tool companion papers
for full-length papers) were manually inspected, retaining
only the most complete or authoritative version. Following
de-duplication, titles and abstracts were screened to exclude
studies that were (i) not specific to UAVs (e.g., generic
CPS or IoT anomaly detection without UAV instantiation),
(ii) non-technical or conceptual in nature (e.g., opinion
pieces, position papers), or (iii) not peer-reviewed (e.g., white
papers, technical reports, theses).

Full-text reviews were then conducted to further exclude
works that (iv) addressed perception or object-detection
anomalies unrelated to system or operational behavior,
or (v) lacked sufficient methodological detail to support
reproducibility or comparison.

A study was included if it (i) explicitly analyzed
anomaly detection or anomaly management in UAV systems,
(ii) proposed, evaluated, or compared detection, prevention,
recovery, or policy-enforcementmechanisms, or (iii) reported
datasets, simulators, or evaluation metrics applicable to UAV
anomaly research. This multi-stage screening process (see
Figure 2) followed the PRISMA-style flow [21] and resulted
in 111 studies, which constitute the core dataset analyzed in
this review. The full set of papers can be explored at [1].

C. DATA EXTRACTION AND CODING
For each included study, a structured data extraction process
was conducted to collect attributes relevant to UAV anomaly
management research. The extracted attributes captured
several key dimensions of the literature, including the source
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FIGURE 2. PRISMA-style study selection flow.

of anomalies, the techniques used for detection, the type of
data employed for evaluation, the application context, and
the stage of the anomaly management lifecycle addressed by
the study. These attributes were later used to construct the
taxonomy described in Section V.

The analytical framework used for classification was based
on a five-pillar anomaly management taxonomy. The initial
structure of this taxonomy was informed by prior research
on anomaly and fault management in cyber-physical systems,
where system resilience is often conceptualized across lifecy-
cle stages such as anomaly generation, detection, mitigation,
and post-incident analysis [22]. The taxonomy was subse-
quently refined iteratively during the data extraction process
to ensure that the categories reflect patterns observed from
the reviewed literature. This iterative refinement followed a
grounded categorization approach, where emerging themes
from the studies were incorporated into the framework.

Data extraction and labeling were performed manually.
The labels can be accessed on the website via the relevant
filters [1]. To improve reliability and reduce classification
bias, extracted attributes and assigned categories were
reviewed and cross-checked for consistency across the
dataset. Discrepancies in classification were resolved through
re-examination of the original papers and refinement of the
coding scheme where necessary. Because a single study may
contribute to more than one lifecycle pillar or classification
dimension, counts across categories are not necessarily
mutually exclusive; percentages are reported with respect
to the full corpus of 111 reviewed studies unless otherwise
stated.

D. SYNTHESIS AND ANALYSIS
Quantitative counts and qualitative synthesis were combined
to reveal research trends, popular frameworks, and underex-
plored areas. Studies were grouped by taxonomy categories
to analyze distribution patterns, simulator usage, dataset

prevalence, and evaluation metrics. Descriptive statistics
(frequency counts, annual trends) were complemented by
thematic analysis to identify common challenges such as data
scarcity, sim-to-real transfer limitations, and interpretability
issues. This mixed-method approach supports a balanced
understanding of how UAV anomaly-related research has
evolved and where opportunities for policy-aware and
adaptive frameworks remain.

FIGURE 3. Taxonomy of UAV anomaly management organized by lifecycle
pillars and four complementary classification axes: anomaly source,
detection technique, data source, and application context.

V. TAXONOMY
Based on the study selection and data extraction pro-
cess (Section IV), we derived a taxonomy (Figure 3)
that serves as the analytical framework for organis-
ing and interpreting the evaluation results presented in
Section VI. Rather than being imposed a priori, the taxon-
omy emerged through iterative screening, data extraction,
and cross-comparison of the selected studies. Across the
literature, five recurring stages of anomaly handling consis-
tently appeared: anomaly generation, prevention, detection,
recovery/mitigation, and analysis/learning. Together, these
stages capture the lifecycle through which UAV anomalies
are managed, from pre-deployment testing to post-incident
adaptation.

In addition to this lifecycle perspective, four cross-cutting
dimensions were identified that contextualize prior work:
anomaly source, detection technique, data source, and appli-
cation context. These dimensions are orthogonal axes that
reflect how studies define their problem settings, evaluation
environments, and deployment assumptions.

As illustrated in Figure 3, UAV anomaly management can
be understood as a lifecycle supported by complementary
analytical dimensions. The horizontal sequence represents
the progression from anomaly generation and prevention to
detection, mitigation, and post-incident learning. The vertical
axes capture how approaches vary according to anomaly
types, detection methodology, available data, and operational
contexts. This two-dimensional perspective highlights that
effective UAV safety assurance extends beyond detection
accuracy to include preventive design, resilient recovery
strategies, and continuous learning from operational experi-
ence. The following subsections elaborate on each pillar.
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A. TAXONOMY BY RESEARCH PILLARS
The primary dimension of the taxonomy organizes UAV
anomaly research according to the stage of the anomaly
management lifecycle addressed by each study. Across the
reviewed literature, five recurring pillars were identified
aligned to the stages: anomaly generation, prevention,
detection, recovery/mitigation, and analysis/learning. These
pillars capture how UAV anomalies are handled across the
system lifecycle, from pre-deployment testing and preventive
design to runtime monitoring and post-incident learning.
Each pillar represents a distinct research focus, while the
cross-cutting axes (anomaly source, detection technique,
data source, and application context) describe how these
approaches are implemented and evaluated. This section
serves as an overview; detailed methodological comparisons
across these pillars are presented later in the evaluation and
discussion sections.

1) GENERATION
The generation pillar covers methods that deliberately create
or simulate anomalies in order to test, train, or bench-
mark UAV anomaly-management systems. Representative
examples include simulator-based fault injection, fuzzing
of autopilot or communication software, and synthetic
augmentation of anomaly datasets.

2) PREVENTION
The prevention pillar includes methods that aim to reduce
the likelihood of anomalies before they occur. Representative
examples include hardware redundancy, pre-flight safety
and health checks, predictive maintenance, and policy- or
security-oriented safeguards such as geofencing and anti-
spoofing protections.

3) DETECTION
The detection pillar focuses on identifying anomalies during
flight or from post-flight data. Representative examples
include rule-based threshold checks, machine-learning clas-
sifiers over telemetry, and deep learning methods such
as autoencoders, recurrent networks, and transformer-based
models.

4) RECOVERY AND MITIGATION
The recovery/mitigation pillar concerns how UAV systems
respond after an anomaly has been detected in order to
maintain safety and reduce mission disruption. Represen-
tative examples include fail-safe actions such as return-to-
home or emergency landing, switching to backup sensors
or fault-tolerant control modes, and coordination-aware
adaptation in multi-UAV systems.

5) ANALYSIS AND LEARNING
The analysis/learning pillar focuses on post-incident inves-
tigation and mechanisms for improving future resilience.
Representative examples include post-flight log analysis,

anomaly replay, and interpretable or adaptive methods that
support root-cause analysis and continuous improvement.

B. BY SOURCE OF ANOMALY
Anomalies in UAVs can originate from a wide range
of sources spanning hardware, software, communication
systems, environmental interactions, and human or oper-
ational factors. Hardware-level anomalies include sensor
degradation, IMU drift, GPS errors, motor or propeller
failures, and power system faults such as sudden voltage
drops or capacity loss. Examples of this are actuator-
level anomalies, particularly those involving motors and
propellers, which are commonly addressed through condition
monitoring techniques that analyze vibration, acoustic,
or electrical signals to detect early signs of mechanical
degradation [23]. Software-level anomalies [24] arise from
autopilot misconfigurations, unstable control logic, firmware
bugs, or navigation errors in waypoint planning. At the
network layer, communication anomalies result from packet
loss, latency, or deliberate attacks such as jamming and
GPS spoofing. Environmental disturbances, including wind
gusts, rain, magnetic interference, or terrain occlusion,
can trigger unexpected deviations in flight paths. Finally,
human-induced anomalies encompass pilot mistakes, unsafe
maneuvers, and policy breaches (e.g., entering restricted
airspace or exceeding altitude limits). Understanding the root
of each anomaly is essential for designing targeted detection
mechanisms and appropriate mitigation responses.

C. BY DETECTION TECHNIQUE
UAV anomaly detection methods vary widely in complexity,
interpretability, and data requirements. Rule-based and sta-
tistical techniques offer simple, lightweight implementations
using threshold checks or residual analysis, but often suffer
from limited adaptability [25], [26], [27]. Classical machine
learning (ML) methods, such as Support Vector Machines,
Decision Trees, and K-Means clustering, capture complex
relationships between telemetry variables while remaining
interpretable. Deep learning (DL) approaches, including
Autoencoders, CNNs, RNNs, and Transformers, learn hierar-
chical and temporal patterns from large-scale sensor or flight
data, achieving high accuracy at the cost of computational
demand. Model-based and physics-informed approaches
leverage flight dynamics models or control-theoretic resid-
uals to detect deviations from expected UAV behavior,
providing physically grounded insights. Finally, hybrid
and ensemble methods combine rule-based reasoning with
learning-based models to balance robustness, explainability,
and resource efficiency. The diversity of techniques high-
lights the ongoing trade-off between precision, interpretabil-
ity, and real-time feasibility in UAV anomaly detection.

D. BY DATA SOURCE
The effectiveness and generalizability of anomaly detection
approaches depend strongly on the nature and quality of
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available data. Simulation-based data from environments
such as Gazebo, AirSim, and UAV-oriented simulation
frameworks allow controlled fault injection and safe exper-
imentation with diverse anomaly scenarios [19], [28], [29],
[30]. Such environments are especially useful for studying
rare, hazardous, or difficult-to-reproduce faults, although
they still face challenges related to the sim-to-real gap [14].
Real-world flight data, including PX4, ArduPilot and DJI
telemetry logs offer high-fidelity insights but are expensive
to collect and often lack sufficient examples of rare or
critical anomalies. Hybrid datasets combine simulated and
real data, using transfer learning or domain adaptation to
bridge discrepancies between virtual and physical domains.
Meanwhile, synthetic or augmented data artificially expand
limited datasets through noise injection, scaling, or adver-
sarial perturbations to enhance training diversity. Selecting
appropriate data sources thus remains a key determinant of
anomaly detection performance, realism, and reproducibility.

E. BY APPLICATION CONTEXT
UAV anomaly detection techniques are influenced by the
operational domain in which they are applied. In civilian
applications such as delivery [31], agriculture, or infras-
tructure inspection, anomalies often stem from sensor
degradation, GPS inaccuracies, or mission-path deviations
that threaten service reliability. In military and defense
settings, research emphasizes resilience against adver-
sarial interference, stealthy attacks, GPS spoofing, and
communication-level threats, where detection systems must
operate under uncertain or contested environments [6],
[32], [33]. For swarm and multi-UAV systems, anomaly
management extends to cooperative behaviors, including
detection of inter-drone inconsistencies and reconfiguration
of formations to sustain mission objectives. Finally, urban
air mobility (UAM) introduces policy- and safety-critical
constraints for passenger and cargo UAVs, requiring stringent
compliance with airspace regulations and fail-safe recovery
capabilities. This contextual classification highlights that
anomaly detection strategies must be tailored not only to
system design but also to mission-critical and regulatory
environments.

VI. EVALUATION
This section presents the comprehensive findings of our
systematic review and analysis, answering the five research
questions (RQ1–RQ5) outlined in Section III. The analysis
draws upon more than one hundred publications from 2015–
2025, coded along a few axes (pillar, source of anomaly,
data source, detection approach, and application context).
The synthesis combines quantitative statistics with qualitative
interpretation of representative works.

A. RQ1: WHAT TYPES OF ANOMALIES OCCUR IN UAV
SYSTEMS AND HOW ARE THEY CATEGORIZED?
Although we briefly introduced anomaly types as a technical
background classification at the start of the paper, the

categories reported here reflect how the reviewed literature
clusters around the abstraction layers in Figure 1. In partic-
ular, hardware anomalies map primarily to the sensing and
actuation layers, software/control anomalies to the autopilot
and control-logic layer, communication anomalies to the
command, telemetry, and coordination interfaces spanning
the stack, and environmental anomalies to the physical
environment layer. Human and operational anomalies, while
less frequently studied, typically manifest at the mission
and policy layer, where low-level faults or disturbances
propagate into unsafe decisions, mission failure, or rule
violations.

Analysis of the selected studies reveals five dominant
sources of UAV anomalies studied in the literature (see
Table 1): hardware (≈27%), software/control (≈53%),
communication/network (≈12%), environmental (≈2%),
and human/operational (≈6%). These categories consis-
tently emerge across the literature and reflect different layers
of the UAV cyber-physical stack, from low-level sensing
and actuation to high-level decision-making and mission
execution.

Hardware-related anomalies primarily affect physical
components and onboard sensors. Commonly reported cases
include motor vibration, propeller imbalance, battery degra-
dation, and power instability [14], [34]. Sensor-level faults
such as IMU bias, accelerometer noise, gyroscope drift, and
GPS signal degradation are particularly prevalent, as they
directly impact state estimation and flight stability [25], [35].
These anomalies are often gradual and subtle, suitable for
detection through telemetry monitoring and residual analysis.

Software and control anomalies arise from faults in
autopilot logic, state estimation pipelines, or mission
execution software. Reported issues include unstable
control loops [36], [37], incorrect parameter tuning,
firmware bugs, and navigation or waypoint-planning
errors [38], [39]. Unlike hardware faults, software anoma-
lies may manifest intermittently or only under specific
operating conditions, complicating reproducibility and
diagnosis.

Communication and network anomalies affect command-
and-control (C2) and telemetry links between the UAV,
ground control stations, and other agents. These include
packet loss, latency spikes, bandwidth degradation, and
deliberate attacks such as jamming, spoofing, or malicious
message injection [6]. Such anomalies are especially critical
in beyond-visual-line-of-sight (BVLOS) and swarm opera-
tions, where communication reliability directly influences
coordination, safety, and regulatory compliance.

Environmental anomalies originate from external dis-
turbances that interact with UAV dynamics. Frequently
studied examples include wind gusts, turbulence, mag-
netic interference, illumination changes, and weather-related
effects [40], [41]. These anomalies are commonly injected
or approximated in simulation environments, yet their
real-world manifestations are often non-stationary and
context-dependent. As a result, models trained on simulated
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TABLE 1. RQ1: Distribution of anomaly sources across reviewed UAV
studies (111 total papers, categorised by primary category).

environmental disturbances may struggle to generalize to real
flight conditions.

Human and operational anomalies represent the least
explored category. These include pilot-induced errors,
delayed or inappropriate manual interventions, mission
misconfiguration, and violations of operational or regulatory
policies such as geofencing and altitude constraints. The
FAA’s summary report on UAS in air carrier operations notes
prior evidence that in a set of 56 reported UAS accidents,
human error accounted for nearly 20% of accidents, with
fatigue highlighted as an important underlying factor [42].
Only a small number of studies explicitly model such behav-
iors, typically through post-flight log analysis or rule-based
policy monitoring [36], [37]. Consequently, most existing
approaches focus on low-level telemetry deviations rather
than higher-level intent, decision-making, or compliance-
related anomalies. Operational anomalies are particularly
pronounced in multi-UAV and swarm settings, where coor-
dination failures, communication delays, or inconsistent
shared state estimation can lead to collective deviations even
when individual agents appear nominal [43]. Large-scale
real-world experiments further demonstrate that anomalies
can emerge at the collective level in multi-UAV systems,
where deviations are not attributable to individual agents
alone but arise from swarm interactions and environmen-
tal context, as observed in the pNEUMA drone swarm
experiment [44].
Overall, the literature exhibits a strong bias toward anoma-

lies that manifest as measurable deviations in sensor or con-
trol signals. Decision-level, intent-based, and policy-related
anomalies, despite their significant safety and regulatory
implications remain comparatively underrepresented. This
imbalance highlights an important gap in operational-context
modeling and motivates the need for anomaly detection
frameworks that reason beyond raw telemetry to incorporate
mission intent and policy awareness.

B. RQ2: WHAT METHODS HAVE BEEN PROPOSED FOR
ANOMALY GENERATION, PREVENTION, DETECTION,
RECOVERY, AND ANALYSIS?
The SLR reveals uneven coverage among the pillars.
Generation employs fuzzing and fault-injection frameworks,
e.g., [28] and [29]. Prevention focuses on predictive
maintenance and redundancy mechanisms, with examples
such as vibration-based early warning [34] and multisensor
fusion reliability modeling [14]. Detection dominates and
diversifies into four methodological families:

• Rule-/Model-Based: Thresholding and analytical redun-
dancy checks remain common in classical works [25], [26].

• Machine Learning: SVMs, Random Forests, and k-NN
feature strongly inmid-period studies such as [26] and [37].

• Deep Learning: Autoencoders (AE, VAE) [35], [38],
RNN/LSTM [45], CNN and Transformer architec-
tures [40], [41], and GNN extensions [46].

• Hybrid Approaches: Combinations of residual modeling
and deep learning, such as CAE+SVDD [38] and dis-
tributed LSTM-AE [45].

• LLM-Assisted Approaches: Although still emerging in
UAV anomaly management, LLM-based methods are
beginning to support higher-level tasks such as scenario
generation, policy reasoning, incident summarization, and
human-in-the-loop decision support, rather than low-
latency signal-level detection itself [47], [48], [49], [50].

Detection is by far the most widely studied pillar in
the reviewed literature, encompassing methods that identify
anomalies during flight or from post-flight logs [24].
Existing approaches span a broad methodological spectrum.
Classical methods include rule-based thresholds, residual
monitoring, and statistical checks over sensor or control
signals, while machine-learning approaches apply supervised
and unsupervised techniques to classify abnormal behavior
from telemetry features [27], [31].

Deep learning methods are especially prominent in
recent work. Autoencoders, recurrent neural networks, and
transformer-based models are commonly used to capture
temporal dependencies and latent normality patterns in
flight data [35], [51]. Some studies further extend these
models to distributed or multi-agent settings, for example
by combining LSTM autoencoders and standard autoen-
coders across multiple UAV agents without centralized data
aggregation [45]. Hybrid approaches also appear frequently,
combiningmodel-based reasoning or residual modelling with
learning-based methods to improve robustness.

Detection research is not limited to telemetry-centric set-
tings. Security-oriented methods address GPS spoofing, jam-
ming, and malicious packet injection [6], while video-based
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approaches leverage spatio-temporal visual cues to detect
abnormal flight behavior or environmental interactions in
surveillance scenarios [40], [52]. More recent studies also
explore self-supervised and weakly supervised learning to
reduce annotation cost in large-scale deployments where
labeled anomaly data are scarce [53]. Overall, the breadth
and maturity of detection methods help explain why this
pillar dominates the literature, but they also reinforce the
field’s current imbalance relative to the much less explored
prevention and recovery stages.

Detection is by far the most mature and methodolog-
ically diverse pillar in the reviewed literature, but this
diversity also reveals clear trade-offs between accuracy,
interpretability, and deployability [25], [26], [27], [35], [38],
[45], [51], [54]. Rule-based and model-based approaches
remain attractive because they are lightweight, transparent,
and more readily aligned with certification and auditing
requirements, although they may struggle with subtle or
context-dependent anomalies [25], [26], [27], [46], [55].
For example, a GPS degradation event may be relatively
benign in open-space flight but become safety-critical near
geofenced boundaries or during waypoint tracking, where
even small localization errors can propagate into mission
deviation or policy violation [6], [36], [37]. Classical
machine-learning methods provide greater flexibility and
can capture multivariate relationships in telemetry data
while retaining some degree of interpretability, but their
effectiveness often depends on careful feature engineering
and stable data distributions [26], [27], [31], [37]. Deep
learning approaches offer stronger representation capacity
for temporal and multimodal flight behavior and frequently
achieve superior offline performance, yet they are more
data-intensive, less transparent, and less commonly validated
under strict onboard resource constraints [35], [38], [40],
[45], [51], [54]. Hybrid methods seek to combine the
strengths of analytical reasoning and data-driven adapta-
tion, and are therefore promising for safety-critical UAV
settings, but they also increase architectural complexity and
remain difficult to compare fairly because of fragmented
datasets, inconsistent metrics, and differing evaluation
assumptions [38], [45], [46], [54], [55]. Taken together, the
literature suggests that no single detection family is uniformly
superior; instead, method selection depends strongly on the
intended balance between representational power, opera-
tional transparency, and real-time feasibility [25], [35], [46],
[54], [55].

Generation methods are comparatively rare in the
reviewed literature, but they play an important supporting
role in enabling controlled testing and benchmarking.
Existing studies mainly rely on simulation platforms such
as Gazebo [16], [17] and AirSim [18] to reproduce flight
dynamics, environmental disturbances, and fault scenarios
in a safe and repeatable manner. Within these environ-
ments, fault injection is used to introduce sensor failures,
actuator dropouts, or communication faults under controlled

conditions. Beyond simulation-only approaches, fuzzing
has also been applied to UAV autopilot software and
communication protocols such asMAVLink to expose hidden
faults and unexpected behaviours [30]. Some works further
augment anomaly datasets by injecting synthetic faults
or adversarial perturbations, helping address the scarcity
of real-world anomaly data. Overall, however, generation
remains a relatively underexplored pillar compared with
detection, and is most often used as an enabling mechanism
for downstream evaluation rather than as a primary research
contribution in its own right.

Prevention methods are relatively sparse in the reviewed
literature, but they address an important stage of anomaly
management by seeking to reduce the likelihood of faults
or unsafe conditions before they manifest in flight. Existing
approaches include hardware redundancy, such as multiple
IMUs or GPS units, pre-flight safety checks that validate
system readiness, and predictive maintenance for batteries,
motors, and other critical components [3], [23], [34]. On the
software side, prevention also includes efforts to improve
the correctness of control logic through static analysis,
formal verification, and model checking [3]. Additional
preventive measures target operational and security risks,
for example through secure communication protocols that
reduce vulnerability to spoofing or jamming, as well
as policy-enforcement mechanisms such as geofencing
and altitude constraints that limit unsafe behavior during
flight [4], [6]. Reliability-oriented inspection methods,
including vibration-based monitoring, further support pre-
vention by identifying early signs of component degradation
before they become in-flight anomalies [23], [34]. More
broadly, adjacent reliability-engineering research suggests
useful directions for strengthening the prevention pillar,
particularly through uncertainty-awaremaintenance planning
that accounts for inspection error, degradation state, spare
dynamics, and renewal effects. Although these studies are
not UAV anomaly-management works in the narrow sense,
they reinforce the view that prevention should extend beyond
redundancy and pre-flight checks toward lifecycle reliability
planning under uncertainty [55], [56], [57]. Overall, however,
prevention remains much less developed than detection in the
UAV anomaly literature, and is rarely treated as a primary
research focus in its own right.

In contrast to the detection pillar, which is largely reactive
and performance-driven, prevention-oriented approaches aim
to reduce the likelihood of anomalous states before they
manifest during operation [3], [23]. The reviewed studies
show that preventive mechanisms are typically implemented
through hardware redundancy, pre-flight safety checks,
predictive maintenance, secure communication safeguards,
or policy-enforcement constraints [4], [6]. Such approaches
are attractive because they can reduce operational risk
upstream and are often easier to justify from a safety-
assurance perspective. However, their coverage is generally
narrower than that of detection methods, as many preventive
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techniques address specific classes of faults rather than
the broader range of interacting anomalies encountered in
real deployments [14], [34]. Predictive-maintenance and
inspection-based strategies offer the advantage of identifying
gradual degradation before failure occurs, but they depend
on long-term condition data that are rarely standardized or
publicly available in UAV settings. Formal verification and
model-checking techniques provide stronger guarantees for
selected software and control properties, yet they remain
difficult to scale to full-stack UAV behavior under open-
environment uncertainty. As a result, prevention remains less
standardized and less empirically developed than detection,
even though it may offer greater operational value in
safety-critical settings where post hoc anomaly response is
inherently costly.

Recovery and mitigation methods address how UAVs
respond once an anomaly has been detected, with the goal
of maintaining safety while minimizing mission disruption.
In the reviewed literature, the most common responses
are fail-safe or fallback behaviors such as return-to-home,
immediate landing, or controlled hovering, which are widely
used in commercial UAV systems [3]. More advanced
approaches involve switching to backup sensors or invoking
fault-tolerance mechanisms that preserve stability under
degraded sensing or actuation conditions [34], [39]. In multi-
UAV settings, resilience may also be supported through
coordination-aware adaptation, where unaffected drones
respond to anomalous or degraded peers to preserve mission
continuity [32], [43].

Despite the practical importance of this pillar, recovery
and mitigation remain weakly represented in the reviewed
literature. Most reported mechanisms are rule-based and
reactive, with relatively little evidence of adaptive, learning-
based, or formally integrated recovery strategies in deployed
UAV systems [44] (see Table 2).
Compared with detection, recovery and mitigation remain

substantially less developed and are still dominated by con-
servative fail-safe mechanisms rather than adaptive resilience
strategies. The most common responses in the reviewed
literature include return-to-home, controlled landing, hover-
ing, or switching to backup sensing and control pathways.
These approaches are operationally useful because they are
simple, auditable, and compatible with existing autopilot
architectures, but they are also coarse-grained and frequently
prioritize immediate safety over mission continuity. More
advanced fault-tolerant and coordination-aware mitigation
strategies, particularly in multi-UAV settings, offer the
potential to preserve partial functionality under degraded
conditions, yet such methods remain comparatively rare and
are often evaluated only in simulation or tightly controlled
scenarios. Learning-based recovery is conceptually appealing
because it could support context-sensitive responses to differ-
ent anomaly types and mission states, but current evidence
remains limited, partly because recovery requires deeper
coupling with controllers, safety envelopes, and actuation
logic than detection alone. Consequently, the literature still

treats recovery primarily as an emergency fallback layer
rather than as a mature design space for intelligent, lifecycle-
integrated resilience.

Analysis and learning methods focus on understanding
anomalies after they occur and using that understanding to
improve future resilience. Existing work includes post-flight
log analysis, root-cause investigation, and forensic diagnosis,
which help identify underlying anomaly sources and explain
system behavior after incidents [24], [36], [46], [58],
[59]. Replay and simulation environments are also used to
reproduce UAV behavior under controlled conditions for
anomaly replay, diagnosis, and stress testing [18], [30].
At a broader level, public datasets and benchmarks support
knowledge sharing and more consistent comparison across
studies [28], [29], [53]. Some approaches also incorporate
online adaptation or continuous monitoring to improve
anomaly handling over time [45], [54]. More recently,
interpretability has become an important theme within
this pillar, with explainable anomaly detectors designed to
expose the reasoning behind alerts and improve trust and
transparency [46], [58]. Despite these developments, anal-
ysis/learning remains much less represented than detection,
and is often treated as a secondary follow-up activity rather
than a primary design objective. The primary contribution
lies not in immediate runtime response, but in strengthening
future resilience through post-incident understanding, diag-
nosis, and adaptation. Existing approaches include forensic
log analysis, root-cause investigation, anomaly replay, and
interpretable learning mechanisms that seek to explain
why abnormal behavior was detected. These methods are
valuable because they can reveal causal structure, expose
latent system weaknesses, and support refinement of future
detection or mitigation strategies. However, much of the
current work remains retrospective and weakly connected
to operational feedback loops, meaning that insights derived
from analysis do not always translate into updated controllers,
preventive safeguards, or improved benchmark coverage.
Replay and simulator-assisted analysis provide a controlled
basis for debugging and stress testing, but their usefulness
is still constrained by the realism and fidelity of the
underlying environments. Similarly, explainability-focused
methods improve transparency and trust, yet many remain
proof-of-concept tools rather than standardized components
of safety assurance. As a result, although analysis and
learning have strong potential to connect isolated anomaly
events into a broader resilience-improvement cycle, this pillar
remains underdeveloped relative to detection and is still too
often treated as a secondary follow-up activity rather than a
central design objective.

The quantitative distribution in Table 2 highlights a
structural fragmentation in the field: most UAV anomaly
studies treat detection as the primary endpoint, rather than as
one component of a broader anomaly management pipeline.
This dominance is partly explained by the relative tractability
of detection as a research problem. Detection methods can
be developed using existing telemetry datasets and evaluated
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with familiar classification metrics [35], [38], [45], whereas
prevention and recovery require deeper coupling with con-
trollers, safety constraints, mission objectives, and operator
workflows [3], [34], [39], [43]. However, the limited attention
given to these latter stages reduces the practical value
of many proposed methods for safety-critical deployment.
In operational UAV systems, merely identifying an anomaly
is insufficient unless the system can also anticipate likely
failures, maintain safety under degraded conditions, and
support timely mitigation or recovery. The current imbalance
therefore risks producing high-performing detection models
that remain weakly connected to real resilience requirements.
Addressing this gap will require lifecycle-oriented research
that integrates anomaly generation, prevention, detection,
recovery, and post-flight analysis within unified evaluation
settings [30], [36].

TABLE 2. RQ2: Distribution of studies across lifecycle stages (111 total
papers). Note that papers can belong to more than one category, with
each having a primary lifecycle stage and potentially one or more
secondary lifecycle stages.

C. RQ3: WHAT DATASETS, SIMULATORS, AND
EVALUATION METRICS ARE COMMONLY USED?
Table 3 summarizes the main patterns in datasets, simulator
usage, evaluation metrics, and validation practices across the
reviewed studies. Only a minority of the reviewed studies
rely on publicly available datasets, with the majority instead
using proprietary flight logs or hybrid data collected through
custom simulation-real pipelines. Among public resources,
UIT-ADrone [28] and ALFA [29] are the most frequently
referenced. These datasets vary considerably in scope
and realism. UIT-ADrone provides several hundred flight
sequences collected in urban traffic-monitoring scenarios,
with anomalies primarily annotated at the trajectory and

behavioral level (e.g., abnormal motion patterns or traffic
interactions). DroneSSL [53] focuses on self-supervised
learning and contains large volumes of unlabeled or weakly
labeled flight data, but offers limited explicit anomaly
annotations. ALFA targets fault and anomaly detection
more directly, incorporating multiple injected fault types
such as sensor degradation and actuator-related anomalies,
though it remains constrained in terms of platform diversity
and environmental variability. Across these datasets, the
number of distinct anomaly instances is typically limited,
and coverage of coupled, cascading, or human-in-the-loop
anomalies is sparse.

As a result of these limitations, roughly 21% of studies
depend on proprietary or hybrid datasets, while approx-
imately 36% rely exclusively on simulation. Simulation
platforms play a central role in UAV anomaly research, with
Gazebo [60], AirSim [18], UAVSim [19], and JSBSim [61]
emerging as the most commonly used environments for
controlled fault injection, validation, and benchmarking.
Each simulator exhibits distinct strengths and weaknesses.
Gazebo offers strong integration with robotic middleware
and physics engines, making it suitable for control-loop
testing and sensor fault injection, but its environmental
realism and aerodynamic fidelity are limited. AirSim pro-
vides photorealistic environments and supports vision-based
sensing, enabling perception- and trajectory-level anomaly
studies; however, its physics abstractions and limited support
for diverse airframe configurations constrain its use for
detailed hardware fault modeling. UAVSim focuses on
communication and network-level anomalies, particularly for
cybersecurity analysis, but abstracts away low-level flight
dynamics. JSBSim delivers high-fidelity flight dynamics
modeling and is widely used in aerospace research, yet
requires substantial manual configuration and lacks native
support for complex environments or multi-UAV interaction.

No single simulator in the reviewed literature appears to
comprehensively model all anomaly classes or operational
conditions; instead, existing platforms typically emphasize
selected aspects such as flight dynamics, perception realism,
communication behavior, or controlled fault injection [14],
[18], [19], [58], [59].Most support only a subset of drone con-
figurations, sensor suites, and environmental disturbances,
and they typically inject faults in isolation rather than cap-
turing coupled failures, hardware aging, pilot intervention,
or regulatory context. Consequently, while simulators are
effective for controlled experimentation and repeatability,
they cannot fully represent the complexity of real-world UAV
operations.

Evaluation practices remain largely conventional. Accuracy-
based metrics dominate, with accuracy reported in 85% of
studies, precision/recall/F1 in 78%, ROC-AUC in 41%, and
confusion matrices in 35%. In contrast, deployment-relevant
metrics such as detection latency, throughput, robustness
under resource constraints, and energy consumption are
reported in less than 20% of studies. Online anomaly
detection methods emphasize low-latency processing and
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continuous monitoring of flight data streams, often trading
off detection complexity for real-time responsiveness [54].
Recent benchmark-oriented works (e.g., [38], [62]) demon-
strate strong offline detection performance (often F1 scores
exceeding 0.9), but also report substantial degradation during
real-flight validation (approximately 0.75), highlighting the
persistent sim-to-real gap. Studies like [14] and [32] therefore
argue for standardized evaluation protocols that jointly report
anomaly types, environmental conditions, sensor modalities,
and deployment constraints to improve comparability and
reproducibility. Recent studies argue that accuracy-centric
evaluation is insufficient for safety-critical UAV deployment,
emphasizing the need for latency-aware and reliability-
focused metrics under operational constraints [34].

TABLE 3. RQ3: Datasets, simulators, and evaluation practices.

D. RQ4: WHAT ARE THE MAIN CHALLENGES,
LIMITATIONS, AND OPEN RESEARCH ISSUES?
Across the literature, four macro-level challenges recur:
1) Data Scarcity and Bias. Public datasets remain limited;

simulated faults rarely capture coupled failures or pilot
response. Works such as [38] and [62] stress domain
adaptation as an unresolved bottleneck.

2) Sim-to-Real Transfer. Models trained in AirSim or
UAVSim lose reliability under real disturbances (temper-
ature, vibration, RF noise) [14], [28].

3) Interpretability and Regulatory Assurance. Deep
and hybrid architectures, though accurate, are opaque.

Explainable pipelines using attention [58] or causal
graphs [46] begin to address this but remain research
prototypes.

4) Lifecycle Fragmentation. Few studies integrate genera-
tion, prevention, and recovery into a continuous feedback
loop. Frameworks like [30] argue for ‘‘closed-loop
anomaly management’’ spanning simulation to policy
enforcement.

The main challenges and limitations identified across the
reviewed literature are summarized in Table 4. Emerging
needs include (i) shared multimodal datasets that jointly
capture telemetry, imagery, logs, and communication traces
to improve robustness and cross-study comparability [14],
[50], [53]; (ii) lightweight yet assurance-ready models
suitable for resource-constrained onboard inference [3], [47],
[62]; and (iii) closer alignment with operational safety
frameworks and standards, including ASTM F3269 and the
EASA U-space regulations [63], [64].

1) DATA SCARCITY AND BIAS
Public datasets remain limited, and although high-fidelity
simulators such as AirSim [18], Gazebo, and UAVSim [19]
are widely used, simulated faults still fail to capture several
classes of real-world anomalies. Public datasets such as
UIT-ADrone and ALFA provide valuable benchmarks but
remain limited in diversity, coverage, and real-world opera-
tional complexity [28], [29]. In particular, simulators struggle
to reproduce coupled failures (e.g., simultaneous sensor drift,
actuator degradation, and communication delay), human-in-
the-loop effects (e.g., pilot intervention, delayed reactions,
or misconfiguration), and context-dependent disturbances
such as unmodeled wind turbulence, electromagnetic inter-
ference, hardware aging, and manufacturing variability.
As a result, models trained on simulated data often overfit
idealized conditions and exhibit degraded performance when
deployed on real platforms. Works such as [38] and [62]
explicitly identify this sim-to-real mismatch and the resulting
need for domain adaptation as a persistent and unresolved
bottleneck.

2) SIM-TO-REAL TRANSFER
Although high-fidelity simulators such as AirSim and
UAVSim provide controlled environments for rapid exper-
imentation and fault injection, models trained predomi-
nantly in simulation often lose reliability when deployed
under real-world operating conditions. Thus, simulators
inadequately capture the combined effects of temperature
variation, airframe vibration, sensor aging, radio-frequency
(RF) interference, timing jitter, and asynchronous sensor
failures. These factors interact in non-linear and mission-
dependent ways that are difficult to model explicitly.

Furthermore, real-world anomalies frequently manifest as
coupled and cascading events. For example, motor degra-
dation inducing vibration that affects IMU readings, which
in turn destabilizes state estimation and control, whereas
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simulations typically inject faults in isolation. Human and
operational factors, such as delayed pilot intervention,
configuration errors, or recovery actions taken mid-flight,
are also largely absent from simulated datasets. As a result,
detectors trained on simulated data tend to overfit idealized
dynamics and exhibit degraded performance when evaluated
on real flight logs or live deployments. Empirical studies
such as [14] and [28] explicitly report this performance gap
and identify domain adaptation, cross-platform validation,
and real-world benchmarking as critical open challenges for
robust UAV anomaly detection.

3) INTERPRETABILITY AND REGULATORY ASSURANCE
Deep and hybrid anomaly detection architectures, while
achieving strong empirical performance, still remain largely
opaque, posing challenges for certification, regulatory
approval, and operational trust in safety-critical UAV deploy-
ments. Aviation regulators and mission operators require not
only anomaly alerts, but also transparent justifications that
can be audited, reproduced, and traced back to sensor evi-
dence or violated constraints. Black-box models complicate
post-incident forensics, hinder root-cause analysis, and make
it difficult to demonstrate compliance with safety cases or
policy enforcement requirements.

Recent work has begun to address this gap by incorporating
explainability mechanisms into anomaly detection pipelines.
Attention-based models provide temporal or feature-level
saliency that highlights which signals contributed most to
a detected anomaly [58], while causality-enhanced graph
neural networks attempt to expose dependencies between
subsystems and distinguish primary faults from downstream
effects [46]. However, these approaches remain largely
research prototypes: explanations are often qualitative rather
than verifiable, lack standardized evaluation metrics, and
are rarely integrated into end-to-end safety assurance frame-
works. Bridging the gap between explainable anomaly
detection and certifiable UAV assurance remains an open
research challenge, requiring tighter integration between
interpretable learning, formal safety models, and regulatory
processes.

4) LIFECYCLE FRAGMENTATION
Most existing UAV anomaly studies address isolated stages
of the anomaly management lifecycle such as detection,
fault injection, or post-flight analysis, without integrating
these components into a continuous feedback loop. As a
result, anomalies identified during deployment rarely inform
upstream processes such as improved anomaly generation,
prevention strategies, or controller refinement. This fragmen-
tation limits cumulative learning across flights and hinders
systematic improvement of safety and robustness over time.

Recent frameworks, such as [30], argue for closed-
loop anomaly management in which simulated anomaly
generation, runtime detection, policy-aware mitigation, and
post-flight analysis are tightly coupled. In such frameworks,
detected anomalies feed back into simulation environments

and fuzzing engines to expand coverage, refine detection
thresholds, and stress-test recovery policies under newly
observed conditions. However, end-to-end implementations
of this vision remain rare in practice, with most studies
stopping at detection or offline evaluation. Bridging this gap
requires unified system architectures, standardized interfaces
between simulation and deployment, and lifecycle-aware
benchmarks that evaluate not only detection accuracy but
also adaptation, recovery effectiveness, and long-term safety
improvement.

TABLE 4. RQ4: Key challenges and limitations in UAV anomaly research.

E. RQ5: WHAT ARE THE DOMINANT RESEARCH TRENDS
OVER TIME AND WHICH GAPS REMAIN?
Table 5 summarizes the historical evolution of UAV anomaly
research and the corresponding gaps that remain across each
period.

2015–2018 (Early Stage). Early UAV anomaly research
was dominated by rule-based methods, thresholding, and
analytical redundancy frameworks, reflecting both the limited
availability of large real-world UAV telemetry datasets and
the need for interpretable safety monitoring in relatively
simple deployment settings [25], [26]. During this phase,
anomaly detection was typically formulated as fault iden-
tification in individual sensors or control variables, and
evaluation relied heavily on synthetic or laboratory-generated
data. As a result, the literature established initial baselines
for detection, but offered little support for broader lifecycle
concerns such as anomaly prevention, recovery, or post-
incident analysis.

2019–2021 (Expansion). As UAV telemetry collection
became more feasible and machine learning matured,
the field expanded toward supervised, unsupervised, and
autoencoder-based detectors [39], [45]. This period marked
a shift from manually specified fault rules toward data-driven
modelling of normal and anomalous flight behaviour.
Problem formulations also broadened from single-variable
fault monitoring to multivariate temporal pattern recognition,
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while evaluation increasingly emphasized classification
metrics such as accuracy, precision, recall, and F1-score.
However, benchmark diversity remained limited, with many
studies still relying on private or platform-specific datasets,
making cross-study comparison difficult.

2022–Present (Deep, Hybrid, and Foundation-Model
Era). More recent work reflects the broader rise of deep
learning, graph-based modelling, self-supervised learning,
and hybrid architectures in cyber-physical anomaly detec-
tion [46], [53], [58]. At the same time, the growth of
swarm UAV applications, communication-aware threat mod-
els, and more complex multi-agent operating environments
encouraged research on distributed, communication-centric,
and security-oriented anomaly detection [6], [32], [33].
Compared with earlier phases, recent studies increasingly
frame anomaly detection as representation learning over
heterogeneous sensor, communication, or coordination sig-
nals, rather than simple fault thresholding. They also
place greater emphasis on robustness, explainability, and
lightweight deployment, particularly for edge execution on
resource-constrained UAV platforms [62]. More recently,
foundation models and large language models (LLMs) have
begun to emerge as a complementary direction, especially for
higher-level anomaly interpretation, incident summarization,
operator support, and integration of heterogeneous textual
and telemetry-derived evidence, rather than as replacements
for signal-level detectors. Their broader role in UAV anomaly
management is discussed in Section VII-H.
Recent studies increasingly emphasize lightweight and

sensor-efficient anomaly detection models to meet onboard
computational and energy constraints, particularly for edge
deployment on resource-limited UAV platforms [62]. How-
ever, the evolution remains detection-heavy. Preventive mod-
eling, recovery planning, and human-in-the-loop anomaly
reasoning constitute under 25% of recent outputs. Notably,
hybrid model complexity and energy cost are rising, with
few efforts toward edge optimization or onboard deployment.
Works such as [62] demonstrate memory-efficient architec-
tures, but standard real-time benchmarks are still absent.

Remaining Gaps. The gaps reported in RQ5 are derived
through cross-sectional synthesis of the reviewed studies
rather than from a single dedicated coding field. Specifically,
some gaps are directly supported by the quantitative distri-
butions in RQ2 and RQ3 (e.g., detection-centricity, limited
real-world validation, and benchmark fragmentation), while
others emerged through thematic analysis of the limitations
and future-work discussions reported across the reviewed
papers. Despite recent progress, several important gaps
remain in the UAV anomaly management literature. First,
there is still limited unification of datasets, benchmarks,
and evaluation metrics across the different pillars, which
makes it difficult to compare methods fairly or understand
how advances in one stage of anomaly management relate
to another. Studies often evaluate generation, detection,
prevention, or recovery using separate experimental setups,
resulting in fragmented evidence rather than an integrated

TABLE 5. RQ5: Historical evolution of UAV anomaly research and
remaining gaps (2015–2025).

view of system performance. Second, many approaches
are still insufficiently validated in real-world, noisy, and
non-stationary operating environments. Models that perform
well in simulation or controlled datasets may degrade when
exposed to changing weather, sensor drift, communication
instability, evolving mission conditions, or other sources
of operational uncertainty. Third, there remains a lack of
transparent and practical integration with flight controllers
and onboard autonomy stacks. Many proposed methods are
demonstrated as offline analytics or external monitoring
tools, but fewer works show how anomaly-related decisions
can be incorporated safely, explainably, and in real time
within actual UAV control loops. Finally, the literature
pays comparatively less attention to policy-aware anomaly
governance, including how anomaly handling should align
with safety rules, operational constraints, accountability
requirements, and human oversight. As UAV deployment
expands into safety-critical and regulated settings, these
governance considerations are likely to become increasingly
important alongside purely technical performance.
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F. LIMITATIONS
Limitations. Our findings are bounded by the search
scope, indexing coverage of the selected digital libraries,
and the terms used in the query strings; relevant studies
may have been missed due to inconsistent naming or
limited metadata. In addition, many included papers evaluate
on proprietary logs or simulator-specific configurations,
which constrains cross-study comparability and may bias
reported performance toward particular platforms. Finally,
classification by lifecycle pillar is not always unambiguous.
Many reviewed studies touch on multiple stages of anomaly
management, even when one stage appears more central than
the others. As a result, assigning each paper to a single
primary pillar necessarily involves interpretive judgement
and may be influenced by domain knowledge. Although
we used consistent coding criteria and cross-checking to
improve reliability, some studies could plausibly have been
classified differently, especially where prevention, recovery,
or analysis were discussed as secondary rather than primary
contributions.

VII. DISCUSSION: HOW DO DRONE-SPECIFIC
CHALLENGES (REAL-TIME, SAFETY-CRITICAL,
SIM-TO-REAL) INFLUENCE DESIGN OF ANOMALY
MANAGEMENT SYSTEMS?
UAV anomaly research demonstrates strong methodological
depth but insufficient lifecycle integration. The field has
progressed from analytical redundancy toward deep and
hybrid intelligence, yet suffers from fragmented datasets,
weak real-world validation, and limited interpretability.
Bridging these gaps will require standardized benchmarks,
cross-domain data sharing, and safety-certifiable AI models
that connect detection to prevention and recovery. UAV
anomaly management is shaped by three intersecting con-
straints: real-time operation, safety-critical assurance, and
sim-to-real transferability. This section synthesizes how these
constraints drive design choices across the five pillars:
generation, prevention, detection, recovery/mitigation, and
analysis/learning, outlining concrete implications for future
systems.

A. REAL-TIME CONSTRAINTS AND ONBOARD COMPUTE
BUDGETS
UAVs must detect and react to anomalies within stringent
latency budgets while operating under tight computational
and energy constraints [32], [62]. These demands dis-
courage the use of heavy multi-stage inference pipelines
or communication-bound cloud analytics. As a result,
effective systems favor latency-aware architectures built
around streaming or single-pass models [27], [54] such
as lightweight RNNs, TCNs, or compact transformers.
To maintain responsiveness, models are often pruned,
quantized, or distilled so that they can execute entirely
on the flight controller or an embedded companion com-
puter. In scenarios where processing time exceeds real-time

thresholds, watchdog mechanisms ensure the system reverts
to simple rule-based thresholds instead of unsafe delays. Data
fusion must also respect sensor-synchrony; causal filters are
preferred to avoid look-ahead bias. Overall, UAV anomaly
management must adopt an edge-first, link-optional philos-
ophy where off-board computation can enhance situational
awareness, but the drone’s safety logic must remain fully
autonomous even when communication links fail.

B. SAFETY-CRITICAL ASSURANCE, CERTIFICATION, AND
EXPLAINABILITY
In safety-critical flight domains, anomaly detectors must
not only be accurate but also explainable, predictable, and
certifiable [3]. Regulators and mission operators require
models whose behavior can be audited and traced. Con-
sequently, UAV research increasingly emphasizes hybrid
assurance frameworks that combine formal runtime monitors
based on temporal logic or invariants with data-driven
detectors. The monitors act as safety supervisors that
can block unsafe actuator commands. To support incident
forensics and compliance, post-hoc interpretability tools
such as feature-attribution visualizations or counterfactual
traces are used to translate alerts into fault trees and
causal explanations [46], [58]. Recovery controllers must
also satisfy formal correctness properties, ensuring that
fallback behaviors such as hover, loiter, or return-to-home
respect safety envelopes even under uncertainty. Integrating
policy constraints like geofences or altitude limits as hard
boundaries further strengthens assurance, while multi-level
mitigation strategies allow systems to degrade gracefully
rather than fail catastrophically.

C. THE SIM-TO-REAL GAP: DATA, FIDELITY, AND
ROBUSTNESS
As real-world anomalies are rare and hazardous to reproduce,
researchers often rely on simulated data or injected faults
using platforms such as AirSim [18] and UAVSim [19]. Yet
such data introduce a persistent sim-to-real gap, as simulation
rarely captures the full stochasticity of wind gusts, vibration
noise, sensor drift, or electromagnetic interference. To nar-
row this gap, anomaly management systems increasingly
emphasize robust training strategies (e.g., realism-calibrated
noise and latency models derived from flight logs) and
validation on real flights, where empirical studies report mea-
surable performance degradation when moving from offline
evaluation to real-world deployments [14]. Beyond sensor-
level realism, data augmentation through jitter, dropout,
saturation, and event-level corruptions (e.g., GPS spoofing
or ESC brownouts) helps increase robustness. Evaluation
must extend beyond a single airframe or autopilot stack.
Cross-platform validation on PX4, ArduPilot, and custom
stacks is essential. Establishing open anomaly corpora and
benchmarks such as ALFA [29], with standardized latency
and energy metrics would greatly improve reproducibility
and foster benchmarking across the community.
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D. LIFECYCLE INTEGRATION: FROM DETECTION TO
MITIGATION AND LEARNING
Real-world resilience demands a feedback loop linking detec-
tion, mitigation, and post-flight learning [30]. An anomaly
detector without an actionable recovery path offers little
operational value. Therefore, modern frameworks connect
alerts to risk-stratified playbooks that trigger corresponding
behaviors such as hovering, reducing speed, or executing a
controlled landing, based on the severity and time-to-react
budget [65]. Controllers also exploit predictive uncertainty to
modulate aggressiveness, defaulting to conservative policies
under low confidence [14]. After each flight, logged incidents
can be replayed to refine detector thresholds and validate
mitigation policies without endangering hardware [24]. Such
forensic pipelines enable continual retraining while keeping
certification traceability intact. To minimize operational risk,
updated models can be evaluated in passive monitoring
(shadow) modes before becoming active, supporting incre-
mental reliability improvements over the UAV’s lifecycle.

E. PRACTICAL DEPLOYMENT CONSIDERATIONS
Effective anomaly management also depends on robust
engineering practices. UAVoperators need health-monitoring
dashboards that consolidate estimator residuals, CPU utiliza-
tion, and sensor integrity while avoiding operator overload
through adaptive alert prioritization. Energy efficiency must
be an explicit design objective; compute-intensive inference
should scale with remaining battery, with clear power-per-
inference metrics guiding runtime adaptation. Safety-critical
updates require reproducible builds, signed binaries, and
rollbackmechanisms to ensure that firmware ormodel regres-
sions can be reversed immediately after anomalous behav-
ior [3]. Finally, incorporating human-in-the-loop supervision
closes the operational trust gap: explainable alert summaries,
manual override interfaces, and intuitive visualization of
system confidence help pilots make informed corrective
actions when autonomy falters [46], [58]. In addition to
algorithmic accuracy, practical UAV anomaly management
depends on whether proposed methods can be integrated
safely and efficiently into real flight systems. In operational
settings, anomaly-related decisions must interface with flight
controllers, onboard state-estimation modules, supervisory
safety logic, and mission-management components, rather
than functioning as isolated analytics. This creates require-
ments that are less visible in offline evaluation, including low-
latency inference, bounded computational and energy over-
head, compatibility with embedded hardware, and predictable
behavior under noisy, non-stationary conditions such as
vibration, communication instability, weather variation, and
sensor drift. Moreover, practical usefulness depends not only
on detecting an anomaly, but also on enabling appropriate and
auditable responses, such as degraded-mode flight, hovering,
return-to-home, or controlled landing, without destabilizing
the control loop. These considerations suggest that future
UAV anomaly-management research should place greater
emphasis on end-to-end deployment realism, including

controller integration, resource-aware design, and validation
under representative operational conditions.

F. GOVERNANCE, PRIVACY, AND REGULATORY
COMPLIANCE
Although UAV anomaly management is often framed primar-
ily as a technical detection problem, practical deployment
also raises important governance concerns [66]. Flight
logs, telemetry streams, and mission traces may contain
sensitive operational information, particularly in commercial,
infrastructure, or security-related settings. These constraints
can limit data sharing, reduce the availability of public bench-
marks, and complicate reproducible evaluation. Accordingly,
future UAV anomaly-management frameworks should be
designed not only for detection effectiveness, but also for
privacy, access control, and regulatory compliance, especially
when deployed in safety-critical or policy-constrained envi-
ronments.

G. IMPLICATIONS AND RESEARCH DIRECTIONS
Beyond synthesizing existing approaches, this review high-
lights several concrete directions for future research, particu-
larly for research on UAV anomaly management.

First, research must move beyond detection-only for-
mulations. While anomaly detection dominates the liter-
ature, relatively little work addresses anomaly generation,
prevention, or recovery in an integrated manner. Researchers
should pursue end-to-end anomaly management pipelines in
which detection outputs are explicitly linked to mitigation
strategies and post-incident learning. This includes designing
datasets and benchmarks that evaluate not only detection
accuracy, but also recovery effectiveness, time-to-mitigation,
and policy compliance.

Second, there is a need for policy-aware and context-
aware anomaly models. Most existing detectors treat
anomalies as abstract statistical deviations, without encoding
operational rules such as geofences, altitude limits, ormission
intent. Future work should investigate models that jointly
reason over telemetry data and explicit policy constraints,
enabling early detection of safety or regulatory violations
before they manifest as physical failures.

Third, sim-to-real robustness remains a fundamental
open problem. Researchers should prioritize cross-platform
validation across different airframes, autopilot stacks, and
environmental conditions. This includes developing physics-
informed models, domain adaptation techniques, and stan-
dardized fault-injection protocols that better reflect real-
world disturbances. Public datasets annotated with environ-
mental, operational, and policy metadata would significantly
improve reproducibility and comparability.

Fourth, explainability and certification must be treated
as first-class objectives. Deep and hybrid models should be
evaluated not only on predictive performance, but also on
their interpretability, stability, and suitability for certification
in safety-critical settings. Research into causal models,
runtime monitors, and hybrid formal-learning frameworks
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is especially promising for bridging the gap between
learning-based detection and regulatory assurance.

Finally, lifecycle-oriented evaluation metrics are
needed. Current studies overwhelmingly report accuracy-
based metrics yet overlook latency, energy consumption, and
operational impact. Future research should adopt evaluation
protocols that reflect real deployment constraints, including
onboard inference budgets, battery-aware adaptation, and
long-term system evolution through continual learning.

Taken together, these directions suggest a shift from
algorithm-centric anomaly detection toward system-level,
policy-aware, and lifecycle-integrated anomaly management
for UAVs.

H. FORWARD-LOOKING PERSPECTIVE ON EMERGING
TECHNOLOGIES
Although the reviewed corpus remains dominated by conven-
tional anomaly-detection pipelines, several emerging tech-
nologies may influence future UAV anomaly-management
design. These include edge intelligence, advanced wireless
connectivity, digital twins and high-fidelity simulation, fed-
erated and distributed learning, and foundation-model-based
reasoning. Because these technologies are still only weakly
represented in the reviewed UAV anomaly-management
literature, this subsection is intended as a forward-looking
perspective rather than a direct synthesis result. Nevertheless,
recent developments in UAVs, robotics, cyber-physical
systems, and log analysis suggest that such technologies may
help address several persistent gaps identified in this review,
including limited onboard deployment, weak lifecycle inte-
gration, fragmented evaluation, and the need for stronger
post-incident interpretation and human oversight. In partic-
ular, recent advances in LLMs introduce new opportunities
and challenges across the lifecycle of generation, prevention,
detection, recovery, and analysis. While most existing
UAV anomaly research focuses on numerical telemetry and
sensor streams, LLMs offer complementary capabilities for
reasoning over heterogeneous, symbolic, and unstructured
information, including logs, policies, procedures, and human-
machine interactions. As such, LLMs should be viewed
not as replacements for traditional anomaly detectors, but
as orchestration and reasoning components that augment
existing systems [47], [48], [67].

Emerging technologies may support multiple stages of the
anomaly-management lifecycle. In generation and testing,
digital-twin-style simulation and foundation-model-based
methods may enable richer scenario synthesis, adaptive fault
injection, and more realistic virtual testing environments.
LLM-guided approaches could assist in generating fault-
injection scripts, fuzzing strategies, or edge-case mission
scenarios from structured descriptions of UAV architectures,
mission profiles, or regulatory constraints [68]. In pre-
vention, edge intelligence and distributed monitoring may
support earlier identification of degradation on resource-
constrained platforms, while advanced connectivity and
fleet-level learning may improve preventive maintenance and

cross-platform knowledge sharing. LLMs may additionally
support pre-flight analysis by identifying unsafe parameter
choices, inconsistent mission constraints, or latent policy
conflicts from configuration files, mission plans, and natural-
language requirements [47], [49].

For detection, lightweight and hardware-aware models
are likely to be especially important because many existing
anomaly-detection methods remain too computationally
demanding for strict onboard deployment. Advancedwireless
connectivity may also support distributed anomaly reasoning
in swarm or beyond-visual-line-of-sight settings. LLMs,
however, are less suitable for low-latency signal-level
anomaly detection from high-frequency telemetry because
of timing and computational constraints. Their more natural
role is at a higher level of abstraction, for example in
identifying inconsistencies across logs, detecting abnor-
mal command sequences, correlating alerts from multiple
subsystems, or reasoning about coordination anomalies in
multi-UAV settings [50]. Post-flight analysis may be even
more promising: digital twins can support richer replay
and diagnosis, federated or distributed learning may enable
knowledge transfer across fleets, and LLMs may assist in
summarizing incidents, extracting root-cause hypotheses, and
linking low-level deviations to higher-level mission or policy
violations [50].

Despite these opportunities, significant challenges remain.
Edge models may trade representational power for resource
efficiency; advanced connectivity can introduce new latency,
reliability, and cybersecurity dependencies; digital twins
require sufficient fidelity and synchronization with opera-
tional conditions; and federated learning must cope with
heterogeneous, non-IID, and potentially unreliable partic-
ipants. LLMs in particular lack deterministic guarantees,
are sensitive to prompt formulation, and may hallucinate
plausible but incorrect explanations [69], including outputs
that conflict with safety-critical UAV requirements. Their use
therefore demands strict architectural boundaries, with LLMs
operating in advisory, offline, or supervisory roles rather than
direct control loops. Overall, the most promising direction is
likely to be hybrid UAV anomaly-management architectures
that combine lightweight onboard intelligence, improved
connectivity, richer simulation and replay, distributed learn-
ing, and language-based reasoning with runtime monitors,
formal verification, and physics-based models, ensuring that
new flexibility is balanced by the rigor required for safe and
compliant UAV operations [70].

VIII. RELATED WORK
A. POSITIONING RELATIVE TO EXISTING SURVEYS
Several existing surveys provide useful background onUAVs,
cyber-physical systems, and related anomaly or security
issues, but their scope differs from the focus of this review.
For example, surveys such as [10] and [12] provide broad
overviews of deep learning andmachine learning applications
for UAVs, covering tasks such as perception, navigation,
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tracking, and mission planning, but they do not specifically
focus on anomaly management as a lifecycle problem.

Other surveys are more closely related to security and
fault diagnosis. For instance, [4] and [11] review UAV
vulnerabilities, communication security, and privacy threats,
while [13] surveys anomaly detection in cyber-physical
systems more broadly. These surveys help contextualize
UAV anomaly detection within larger safety and security
concerns, but they typically do not analyse how anomaly
generation, prevention, detection, recovery, and post-incident
analysis connect across the UAV lifecycle. Likewise, they
give limited attention to how technical anomalies relate to
operational policies, regulatory constraints, and deployment
assumptions.

In contrast, this survey is explicitly lifecycle-oriented.
Rather than treating anomaly detection as an isolated task,
we organize the literature using a five-pillar taxonomy
spanning anomaly generation, prevention, detection, recov-
ery/mitigation, and analysis/learning. We further compare
studies across anomaly source, technique family, data source,
and application context, while also examining datasets,
simulators, evaluation practices, and policy-aware consider-
ations. This broader framing allows us to identify not only
algorithmic progress, but also structural gaps in lifecycle
integration, benchmark realism, and regulatory alignment
that are less visible in existing detection- or security-focused
surveys.

B. ANOMALY DETECTION IN CYBER-PHYSICAL AND
SWARM SYSTEMS
Beyond single-drone studies, several researchers explored
anomaly detection in multi-agent or swarm UAV contexts.
Works such as [33] and [58] extended deep models
toward swarm coordination anomalies, while [45] pro-
posed distributed LSTM-AE architectures that decentral-
ize computation across agents. These align with broader
CPS research emphasizing spatio-temporal modeling, self-
supervised learning, and energy-aware anomaly detection.
For example, [62] demonstrated that memory-augmented
architectures with few-sensors can deliver accuracy com-
parable to full-sensor deep models, a critical insight for
resource-constrained onboard computing. Collectively, such
works advance scalability and autonomy but still rely
heavily on simulation or curated data, underscoring the
need for real-flight benchmark repositories that reflect
operational noise, communication delays, and human-pilot
variability.

C. CROSS-DOMAIN INSIGHTS AND POLICY-AWARE
PERSPECTIVES
Outside UAV-specific literature, methodologies from cyber-
physical systems (CPS), IoT, and safety-critical robotics
contribute valuable cross-domain insights. Structured sparse
learning [25] and wavelet-SDAE methods [35] mirror
advances in industrial CPS anomaly detection, emphasiz-
ing denoising, residual modeling, and adaptive thresholds.

In parallel, policy-aware detection is gaining traction:
studies such as [6] and [14] connect UAV anomalies
to regulatory compliance and cybersecurity, showing how
delayed or inaccurate detection can trigger operational
violations. Yet, lifecycle-oriented taxonomies that integrate
technical, operational, and regulatory perspectives remain
scarce. This survey bridges technical detection methods with
the broader ecosystem of anomaly generation, prevention,
recovery, and policy enforcement, establishing a foundation
for benchmarked, interpretable, and policy-aware UAV safety
frameworks.

IX. CONCLUSION
This systematic literature review analysed 111 studies on
UAV anomaly management through a lifecycle-oriented tax-
onomy encompassing anomaly generation, prevention, detec-
tion, recovery/mitigation, and analysis/learning. By syn-
thesising anomaly sources, detection techniques, datasets,
and application contexts, the review provides a unified
perspective that extends beyond detection-centric surveys and
highlights how research assumptions influence real-world
deployment feasibility and safety assurance.

Two structural imbalances emerge from the literature.
First, research is overwhelmingly concentrated on anomaly
detection, while generation, prevention, and particularly
recovery remain comparatively underexplored. Second, most
work targets telemetry-visible hardware and software faults,
whereas operational and policy-related anomalies receive
limited attention despite their clear safety and regulatory
implications. Together, these patterns indicate that UAV
anomaly research remains largely detection-centric and insuf-
ficiently integrated across the broader anomaly management
lifecycle.

Addressing these gaps will require a shift toward
lifecycle-integrated anomaly management. Key priorities
include: (i) benchmark datasets and evaluation proto-
cols reflecting realistic operating conditions and policy
constraints; (ii) methods that improve sim-to-real robust-
ness under environmental and communication disturbances;
(iii) policy-aware anomaly reasoning linking telemetry
deviations to mission-level violations; and (iv) adaptive
recovery strategies that connect detection to mitigation and
post-incident learning. By consolidating existing work and
exposing these gaps, this survey provides a foundation for
the development of safer, more transparent, and policy-aware
UAV anomalymanagement systems. The proposed five-pillar
taxonomy is useful not only for organizing prior literature,
but also for guiding future UAV anomaly-management design
and evaluation. By distinguishing generation, prevention,
detection, recovery, and analysis, it helps reveal whether
a system provides only anomaly recognition or supports
broader lifecycle resilience. This makes the taxonomy a
useful scaffold for identifying capability gaps and for
encouraging more integrated, deployment-oriented UAV
anomaly-management frameworks.
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