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Boosting adversarial training in safety-critical
systems through boundary data selection

Yifan Jia', Christopher M. Poskitt?, Peixin Zhang?*, Jingyi Wang!*, Jun Sun?, and Sudipta Chattopadhyay?®

Abstract—Al-enabled collaborative robots are designed to be
used in close collaboration with humans, thus requiring stringent
safety standards and quick response times. Adversarial attacks
pose a significant threat to the deep learning models of these
systems, making it crucial to develop methods to improve the
models’ robustness against them. Adversarial training is one
approach to improve their robustness: it works by augmenting
the training data with adversarial examples. This, unfortunately,
comes with the cost of increased computational overhead and
extended training times. In this work, we balance the need
for additional adversarial data with the goal of minimizing the
training costs by selecting the most ‘valuable’ data for adversarial
training. In particular, we propose a robustness-oriented bound-
ary data selection method, RAST-AT, which stands for robust
and fast adversarial training. RAST-AT selects training data near
to the boundary by considering adversarial perturbations. Our
method improves the speed of model training on CIFAR-10 by
68.67 %, and compared to other data selection methods, has 10%
higher accuracy with 10% training data selected, and 7% higher
robustness with 4% training data selected. Our method also
significantly improves efficiency by at least 25% in adversarial
training, with the same performance. Finally, we evaluate our
method on a cobot system, generating adversarial patches as
attacks, and adopting RAST-AT as the defense. We find that
RAST-AT can defend against 60% of untargeted attacks and
20% of targeted attacks. Our work highlights the benefits of
developing effective defenses against adversarial attacks to ensure
the security and reliability of AI-powered safety-critical systems.

Index Terms—data selection, Al-enabled industrial systems,
trustworthy systems, adversarial training

I. INTRODUCTION

EEP Neural Network (DNN) models are increasingly

used in robotics for automation, such as object detec-
tion [1]-[3] and intrusion detection [4], [5]. However, the
use of DNN models also exposes such systems to adversarial
attacks [6], [7], which can have severe consequences. To
ensure the safety and security of industrial systems, it is crucial
to train Al models to be robust against these attacks. The
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Fig. 1. An illustration of data selection for active learning, adversarial training
and our new method, RAST-AT

importance of robustness in AI models for industrial systems
has been highlighted in many works [8]-[11]. One potential
solution to achieve robustness is adversarial training [12], [13],
where the model is trained considering adversarial examples
in the training data.

However, this process can be costly, especially for large
real-world datasets that are commonly used in industrial
systems. To illustrate, a substantial amount of data—around
40,000 card images obtained on a daily basis—is required
to train the DNN responsible for controlling a robotic arm.
Nevertheless, obtaining this sizable dataset entails notable
expenses in the form of time, hardware resources (such as
GPUs), and human effort for labeling. Additionally, creating
adversarial examples, which play a vital role in constructing a
sturdy Al model, can be a lengthy undertaking. As a result, it
is crucial to establish an efficient training process that yields an
accurate and robust AI model while minimizing the resources
expended. To address this problem, some works [14], [15]
aim to reduce the training time by minimizing the number of
iterations. Nevertheless, the enormous training data set still
needs huge human labeling efforts and training time.

Active learning, as proposed by Cohn et al. [16], is one
approach to reduce the cost of adversarial training by selecting
partial training data to label. The basic premise is that, after
an initial model is learned, the learner selects new data
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for labeling that will most effectively improve the model’s
performance, thus reducing the size of the training data and
minimizing the need for human labeling efforts.

Although active learning can be helpful in selecting data,
the selection method typically focuses on time and accuracy
and ignores robustness [17]. To be able to train on less data
while still obtaining an accurate and robust model, the selected
data has to be more ‘important’ and valuable than the rest.
Compared with uniformly distributed data, data closer to the
boundary provides more information for model training [13].

Moreover, data that is far away from the decision boundary
does not need to be labeled as long as the boundary data
can provide enough information to calculate the optimal so-
lution [18]. However, measuring how far a data point is from
the decision boundary is difficult for deep neural networks
because their decision boundaries are of high dimensionality.

Therefore, selecting boundary data for adversarial training
is a potential solution, as boundary data is more sensitive to
adversarial attacks [13], [19]. Existing boundary data selection
methods [19], [20] select data by considering the probability
ratio of the predicted classes or adding perturbations randomly
to check the predicted class of noisy data. They are designed
to maintain accuracy but never consider robustness.

We present RAST-AT, a robust and fast technique for
DNN adversarial training. Considering accuracy, efficiency,
and robustness, RAST-AT selects data that is able to generate
adversarial examples, as shown in Figure 1. Active learning
selects training samples to label by some oracles, reducing data
size and label effort. Adversarial training selects all training
samples with their adversarial data to increase the robustness
of the model against perturbations. Utilizing the advantages
of these two methods, we propose RAST-AT, which selects
robustness-oriented boundary data with their adversarial ex-
amples for adversarial training. RAST-AT greatly reduces the
training time while still preserving robustness.

Our method outperforms previous adversarial training meth-
ods with higher accuracy, and is more time-efficient, achieving
comparable results in 42.55s vs. 149.00s for PGD-AT and
86.48s for FAST-AT. RAST-AT demonstrates its robustness in
defending against 60% of untargeted and 20% of targeted ad-
versarial patch attacks in an object detector for a robotic arm.

The contributions of this work include:

We propose a boundary data selection method (RAST-
AT) to improve the model training efficiency while main-
taining accuracy and robustness.

We use the selected data to train different models to prove
the method can be used to select more ‘important’ data
for model training.

We compare our method with boundary data selection
methods (BSS [19] and SALT [9]) that show that RAST-
AT has higher accuracy when the same amount of data
is selected.

We compare our method with other adversarial training
methods (PGD-AT and FAST-AT [14]) to prove that
RAST-AT matches the robustness but greatly reduces
training time.

We apply our method to an industrial system, a robotic
arm with an object detector, to show the capability for

object detection and feasibility for a practical application.

II. BACKGROUND AND RELATED WORK

In this section, we discuss the background and some key
related work on speeding up model training and data selection
for DNN model training. Furthermore, we review key works
on boundary data selection methods and adversarial examples.

A. Adversarial training

Note that to distinct adversarial attack and adversarial
training, we add ”-AT” for adversarial training. For example,
RAST-AT represents RAST adversarial training. PGD repre-
sents PGD attack and PGD-AT is for PGD adversarial training.
In this work, robustness refers to the accuracy of the model
after being attacked by taking adversarial examples as input.

Adversarial examples were discovered by Szegedy et
al. [21], and following this, Goodfellow et al. [22] proposed
the Fast Gradient Sign Method (FGSM) to generate adversarial
examples with a one-step attack. This work was improved
by adding more steps as iFGSM [23]. The effectiveness of
iterative attacks can be further enhanced by utilizing random
initialization, as demonstrated by the Projected Gradient De-
scent (PGD) [24]. By training with a mixture of adversarial
and clear data, adversarial training improves the model’s
robustness against adversarial attacks.

Due to the need to generate adversarial examples and
expand the training data size, adversarial training is costly
and time-consuming. The work of Bai et al. [25] summarises
a few recent efficient adversarial training works. Shafahi et
al. first proposed free adversarial training (Free-AT) [15]
by updating both model parameters and image perturbations
simultaneously. Expanding on Free-AT, Wong et al. introduced
FAST-AT adversarial training [14], which leverages FGSM-
AT with random initialization, proving it as effective as PGD-
AT but much faster. To compare the efficiency of adversarial
training, we select FAST-AT as a benchmark.

B. Boundary data selection for DNN

Boundary data selection is mainly for statistical mod-
els [26]-[28], as interpreting the decision-making process of
DNNs is challenging [29], thus determining their boundaries
is much harder than it is for statistical models.

Existing works on boundary data selection for DNN focus
on either finding the data with maximum entropy or adding
perturbations. Shen et al. [19] propose a method of boundary
sample selection (BSS) to select boundary data for mutation
testing by evaluating the probability ratio of the top two
classes. It will select the data point that has a lower ratio,
which indicates the model has lower confidence to give the
prediction. In contrast, Miller et al. [20] select data by adding
perturbations, which are uniform perturbations to the training
data, and select the data that is able to give maximum
uncertainty. The work also proposes a software architecture,
a Security-oriented Active Learning Testbed (SALT) with the
method. Instead of adding uniform perturbation, we add an
FGSM attack to generate adversarial perturbations. Moreover,
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the above methods select data with maximum uncertainty buffo prove our hypothesis that boundary data selected with
we select the data that is able to be attacked successfully. Thadeersarial examples can greatly improve the efciency of
can make sure the perturbations are pro cient and therefadversarial training, we propose a method with three steps.
the selected data are safety critical. First, we use FGSM to perform gradient-based adversarial
We compare our approach to the two works to demonstratttacks and determine the noise level's positive relationship
that an adversarial noise is more ef cient in selecting boundith the success ratio. Second, we choose data that generates
ary data compared to considering entropy (BSS) and addisgccessful adversarial examples as boundary data. Finally, we

uniform perturbation (SALT). label this boundary data as new training data to update the
model and use it for adversarial training. This data selection
I1l. METHODOLOGY process of RAST-AT is outlined in Algorithm 1.

We de ne the problem formally as follows: given a pre . -
trained simple DNN moddl and an unlabeled datadet for Algorithm 1 RAST-AT Data Selection :
further training, instead of labelling all data points, we want a 'NPut: DataD; DNN model f; FGSM-AT step size
sensitivity measurement to select a subsé@s D to label Output: Selected dat@s
and train the moddl . The well-trained moddly using dataset 1: for data pointx in D: do
Ds should have accuracy within an error ratef modelfp 20 Xagv = X+ sign(r ¢J(x;y ))
which is trained using the full datasB. 3. if f(Xaav) 6 f(x) then

In this work, we de ne robustness as the accuracy of the: addx andXagy to Ds
model after being attacked. For selecting data points that:  end if
enhance the model's robustness during training, we focus ofi end for
adversarial examples, which are used for executing adversarial return Ds
attacks on Al models. Adversarial examples are input data with
a small perturbation to deceive machine learning models intoUnlike data-driven techniques, our method's chosen data can
misclassifying them. The study of Wang et al. [13] proposeske utilized for various models that have the same objective.
method to detect adversarial examples through model mutat®y producing adversarial examples for the training data, we
and observe that adversarial data is more “sensitive’ thean assess data sensitivity and opt for more crucial data. It is
normal data, demonstrating that data points near the decisimteworthy that our approach falls under weakly supervised
boundary are more sensitive than other points. Consequenidarning, which means precise labels are not required for the
when subjected to the same noise level, boundary datatrigining data. Instead, we depend on the output probability,
more vulnerable to adversarial attacks than normal data. Nethich is the output value of the initial model, instead of the
that the Fast Gradient Sign Method (FGSM) is an adversarialie labels. As a result, humans only need to label the data
attack that creates adversarial examples that can cross ttf& was chosen for training purposes.
boundary [22]. We, therefore, select data that is able toAdversarial training.Adversarial training is a deep learning
generate adversarial examples, i.e. be attacked successfullyriadel training method to train models more robust against
FGSM as boundary data. We then employ the boundary dakdversarial attacks. Given a neural netwbrlwith parameters
and their corresponding adversarial examples as the traininghe problem can be written as a robust optimization problem,
data for adversarial training. X

Adversarial examples can be generated by adding adversar- min max I(f (xj + );vi) 3)
ial noise to the original data. Adversarial noise is calculated [
with the loss of predicted output and targeted/actual outpyhere | is the loss function and
For targeted attack®aqy = X Xnoise - FOr untargeted attacks
Xadv = X+ Xnoise . The formula can be written as:

is the threat model.

'From the equation, the process rstly approximates the inner

maximization of the threat model, and then the model param-
Xagy = X sign(r «J(xy )) 1) eters will updz_ite by the_ gradient _de_sce_nt. FQSM-AT is one

way to approximate the inner maximization with perturbation

where x is the input data point and,g, is the adversarial calculated from:

example. For targeted attacks, indicates the targeted clas- )

si cation and for untargeted attacky, indicates the actual = sign(r xJ(xy ) (4)

classi cation. In this work, we are more interested in looking FGSM-AT only calculates one step of the inner maximiza-

for all the boundary data regardless of which classi cation Hon while PGD-AT adversarial training involves multiple

is, thus we choose untargeted attacks to generate advers%l 'S of the inner maximization. To create a more robust

examples. The.bo.ttorrll-left image in Figure 1 illustrates ﬂ}%odel, we use the training data together with adversarial
selected data distribution. examples
RAST-AT. Our method}wen a modef , we are going to To compare the effectiveness of our RAST-AT method, we
select th? data point Wh'Ch C.OU|d successfully generate arEompare it with Wong et al.'s [14] FAST-AT method and PGD-
adversarial example with a given attack level AT adversarial training, aligning parameters with their work.
X D sit; f (Xagv) 6 T(X) 9 Wong et al. demonstrate that FGSM-AT adversarial training
where Xagy = X+ sign(r ¢J(X;y )) (2)  can be as effective as PGD-AT by using random initialization.
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